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This presentation is just about issues I have worked on
in my own time, and is NOT related to the company
ideas, opinions or works.

I'm just a security guy who work for a big company
and in my spare time I do security research.

My main research efforts are in going inside the

System Internals and trying to create new problems to
be solved
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Userland protections

I loved this picture from Julie Tinnes presentation on
Windows HIPS evaluation with Slipfest



Breaking into security

systems - SELIinux & LSM
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- get current

- disable selinux & Ism

- change gids/uids of the current
- chmod /bin/bash to be suid



Disabling SELinux & LSM

Vo{ 4+, #8(#,-$*

- find selinux ctxid to string()

/* find string, then find the reference to it, then work
backwards to find a call to selinux ctxid to string */

What string? "audit rate limit=%d old=%d by auid=%u
subj=%s"

- /* look for cmp [addr], 0x0 */

then set selinux enable to zero

- find unregister security();

What string? "<6>%s: trying to unregister a"
Than set the security ops to dummy sec ops ;)



PaX Details - Kernel

Protections

- KERNEXEC
* Introduces non-exec data into the kernel level
* Read-only kernel internal structures

- RANDKSTACK

* Introduce randomness into the kernel stack address of a task

* Not really useful when many tasks are involved nor when a task is
ptraced (some tools use ptraced childs)

- UDEREF

* Protects agains usermode null pointer dereferences, mapping guard
pages and putting different user DS

The PaX KERNEXEC improves the kernel security because it turns
many parts of the kernel read-only. To get around of this an attacker
need a bug that gives arbitrary write ability (to modify page entries
directly).



Changing page permissions (writing in a pax

protected kernel)
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Changing page permissions (writing in a pax

protected kernel)
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Actual Problems
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Introducing StMichael
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Optimization

| Many efforts are needed to accomplish
code optimization

' 1 already do Lazy TLB:

* When my threads executes, | copy the old
active mm pointer to be my own pointer

* Doing so, the system does not need to flush the
TLB (one of the most expensive things)

* Because the system just touch kernel-level
memory, | don't need to care about wrong
resolutions

* That's why | cannot just protect the kcrash
kernel



Efforts on bypassing

StMichael
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Hooking IDT

/* To load the new value */
void load_myidt( void *value )

{

asm(" lidtl%0 " : : "m" (*(unsigned short*)value) );

/* To handle the interrupts */

asmlinkage void our_handler( unsigned long *interrupt_info )

{

struct task struct *p = current;

int cpu = task cpu( p )&1; /*identify the processor

int i = interrupt_info[ 10 ]; /* identify the interrupt */
interrupt_info[ 10 ] = old table[ i ]; /* setup the original handler */



Hooking IDT

&HBWHT-", ($6>8HB)@° asm(" pushal ");

| asm(" pushl %ds ");

4Dk N K$ k@ asm(" pushl %es ");

. _ . _ asm(" mov %ss, Y%eax");

4D >k NG=, J#7-", ($6DI ;7( 0FA( k@ asm(" mov %eax, %ds");

. , asm(" mov %eax, %es");

4D >k N %( hs k@ asm(n pU_Sh %eSp ");

' A asm(" call our handler");

4D *#7-~, ( $6 k@ asm(" addl $4, %esp ");

DK % U K asm(" popl %es ");

¥ ) @ asm(" popl %ds ");

'4D>% N, =%rds K@ asm(" popal ");

asm(" ret ");
"4Dk =742, n% k@
'4D% D= '2,'8 k@
"4AD% % )%h k@
"4AD>k  N.%( hs k@
' 4D >k N ( 8- k@
‘4D k' 2, 8l k@

'4D>%k -, $ k@



Proposed solutions against it

| Julio Auto proposed statical memory
analysis as solution - but, what about
polymorphic code? :
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Memory cloaking
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Efforts on bypassing

StMichael
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Where do | want to go? My
Proposal
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SMM - System Management Mode

The Intel System Management Mode (SMM) is typically
used to execute specific routines for power
management. After entering SMM, various parts of a
system can be shut down or disabled to minimize power
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From the Intel386t Product Overview — intel.com



How does it work?
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Context switches

PE - Protection Mode Enable Flag
VM - Virtual Mode Enable Flag
RSM - Return from SMM
SMI - SMM Interrupt

rsm mstruction or reset
Real Address Mode

PE set to 0
(Requires ring 0 privileges)
or reset \ .

l PE set to |

M
SMM Mode

rsm instruction L

Protected Mode J
-l

VM set to ) T l VM set to 1 during task switch

resel

Virtual 8086 Mode sm instruction

SMI

From Cansecwest 2006 Duflot



SMM Resources
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Generating an SMI event

| There is many possibilities:

*

Using ACPI events (do you remember
hibernation and sleep)

Using an external #SMI generator in the bus

Some systems (AMD Geode?) are always
generating this kind of interrupt

Writing to a specific I/O port also generates an
#SMI

| This can be used to instrument the system to
generate #SMI events in some situations -
compiler modifications, statical patch - need
to be done yet - SystemTAP gurus wanted



Generating an SMI| event -

deeper
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Generating an SMI event -

deeper
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Generating an SMI event -
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Generating #SMl's
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Address Translation while in SMM

| 52,)9%3, 498% %7 .96
*0(,, 8)#)2' & )&, )0-V)-, 3%S$ -)& .7, )¥0)Kzs)464% D 4@
* 0D 749="-4,)8,)="3,)% 9., 4)74, 8)96)R, )=-#0, 44#-)
>74, 8)96)R, BA@
* q4%3): " H)GO' ()-, ' 8), )="3,)$ 9., 4)>8#)6#7)
-,D,D9,-)®,)Y: D" :) (8)5Rp@

"' 69,)00 ()X49-, ' 8)R, )=264% )='3, 474, 8)96)R, )
E, -(,.) (8)0#D="-,)% 3' %49 )i$74$ 8i)& -4%( )%
8#, 4 iDA#T ( 8)3##8)4%0, Y4=" -4, D, D )464$ D 4)< %)9, )
-, ..6)8%%7 . H¥)=-#$ 09 (8)86(' DWW ..6)3, (,-' $ 8)
E, -(, )4$70%7-, HWH@

| H(#$2, -) ==-#' 02)W)X49$' (4, -)R2, Jo#( $#.)9' OE)$)D 6)
2' (8., -)%)D"' %)D, D #-6)>R' §4)<2' §AD )74%3)( #< @

* X, , 8)#)4 & )R, )07--, (H=-#0, 44#-)4$ $74)%4B, )
AT DAH) S )R, )27 (8., -DG0° ()$" (4, -)O#($#.)9" OF



Studying the SMM

u32 value;
struct pci dev  *pointer = NULL;

devp = pci find class( 0x060000, devp ); // get a pointer to the MCH

for (i = 0; i < 256; i+=4) {
pci read config dword( pointer, i, &value );
<print the information>

}

- FreeBSD systems offers to us the pciconf utility, so you can just set

the D OPEN to 1 and then dump the SMRAM memory:
# pciconf -r -b pcif:0:0 0x72
# pciconf -w -b pci0:0:0 Ox72 Ox4A
# dd bs=0x1000 skip=0xA0 count=0x20 if=/dev/mem of=./foo
# pciconf -w -b pci0:0:0 0x72 Ox0A

- Also, in Linux you have libpci to help you solve problems when writing to an
used I/0 port



The SMM Handler

' 4D )>) k8" $ K)) @

' 4D )> kN#8, hsk) @

' 4D )> kN8.#9.)2' (8., -1), (82" (8., -k) @

' 4D )> ku k)k2' ( 8., -1k)) @

' 4D )> k)' 88-Vr )D #&n49D %W2' , .)m, ' Kk) @MNb 2, -, )#)-, $7-()M)

' 4D )> K)D #&m, ' K)m 041UK; ;; UK) QNb -B63)H%)R, )4 & )RC)M)

N12, 0E)R, )%$ 3-%6)#:)82, )0 .., 8)0#8, ) (8)4' & ), )07--, (H4$ $ )W

' 4D )> k)-4D K) @MNA< B2)9' OE)H)=-#% 0% 8)D #8, )VP
' 4D )> k, (82' (8., -1K @
' 4D )> kN§ KK) @

' 4D )> kNO#8, Vr K) @



Dangerous

b 2,( ).( $-% 3R, ))A" " D$2, )A" FH" )D' 6)9,)
#&,-< -9%5,( )96)8" $' %)%, )0' 02,) %' )y ]Jq Ac)
#007-)" ;$,-)%$2, )A" " ),( $-' (ON

| B#) &HB)YR' HO0' ()42' 8#< A" FH" W&, -)(#( W
0'02,'9.)D,D #-6)#-) 44,-%)y |Jg Ac)
497 .$' ( # 746)$Hy A" §,&,( $)>y] JgAc )< %)9,)
4,-& ,8 ),9%A5Q) 747" ..6)QBAD' -E)$2) A" FH" )
- (3,) (#(W 02, 9, )#-)74
* As non-cacheable by setting the appropriate

Page Table Entry to Page Cache Disable (PTE.
PCD=1

* Need to compare that against mark the page as
non-cacheable by setting the appropriate Page
Table Entry to Page Write-Through
(PTE.PWT=1) - opinions?




| HA)4' B)A" " )-, 3%$-4 )0' ()9,) .#OE, 8))4,$$%3)%2,)
A1+ ) 3PIBN%)R, )" 1c )A" " )-,3 UF-GNH;3,-)

D' $0$2) A" " AQHARDA" " AH: F ) (8RR, -4)

-,. $,8) -, ).#0E, 8) (8)0" ((#%$P,)02' (3,8 1)

! OEY03)#))' )-,9 ##$)#- )R $

1 52,) A" " )2' 4)4=,0 %.)GB)060., 4):#-)=-#0, 44#-4)
46( 02-#( % BH( NOS#( iK' (952, 4,) $)9,)
K,0 788 D4#)34,$))A" @Vl 1: @) (8)$2)
FA" A/L{ 1. Q)%)h)=-& ( R, %=79 (8)
#7$=79060.,) -,4 =,0 $%. 6@

L Q(,,8 ) A#)¥)HOES2) A' CRX )H#P, -< %L)
4#D# ()0 ()F498% 9.) R,y A" @

[l a




' AMD just call this lock as SMMLOCK (HWCR
bit 0), and a fragment code from the

LinuxBIOS project shows how simple is to
set it:

/* Set SMMLOCK to avoid exploits messing with
SMM */

msr = rdmsr(HWCR_MSR);
msr.lo |= (1 << 0);
wrmsr(HWCR_MSR, msr);



Protecting missing portions

l'b 2,-,)<%)9, )D6)2' (8., -p)¢ )82, )D, D#-6D4#)4#D , #(, )0 () $ OE)%p

ox #1)H4)02, O, 8)%4%, JA" " DI7R)Q .4#)<' ( D44D , JE%S ) )#( %, )
=-#$ 0H(

| -#$ OPB( )R, )D, D#-6)=" 3, 4)3 -, ' 86)47==#-$ 8)96)/ ' Z@

| | #44%B088)$) 88)<' W2=#%)%)D , D #-6)=" 3, 48, $ 09-, ' 8) Pe" H4p)
HY#7-)04#8, p)B-)< -% 4)' 3' YpdY#7-)464% D p@

I Fg)F, 3%$ -P
3 111111 0
1 543210 0
R il E e ks +
I |TIT|GII| | | I
I [2|R[D|R]| | | I
R LT el +
|| |
| | +-- IceBp 1=INTO1l causes emulator
| ] to break emulation
| | 0=CPU handles INTOl
| +---- General Detect = Yeah, I can spot CHANGES in the Registers
+------ Tracel 1l=Generate special address

cycles after code dis-
continuities. On Pentium,
these cycles are called
Branch Trace Messages.
+--mmmm-- Trace2 1=Unknown.




Debugging theory in Intel

C)TS$. )= $:#D)$2-, )%)8-UW)' (8)) " AF4)>D#8,. W=,0 950)

-,3 %U9,-4@

Q#(,) 9-,' E=#%3PH2%L0)" )y :Q) *)8, 973),K 0, =3( )%)

3,( ,-'%$,8

52,) D, (%3)#;)2' &%3)" AF4)%)%$#)-,D,.D 9,-) R, ).' 49

9-' (0240)%S%--7 =$%( 4#-), KO,= $%( 4)3,( ,-

2' & )9,,( )¥%4, -$,8 )%)$2,) Is) .%,) #;)C I,.

$8 ) (8)

AN

H.4#DD' 6)2' &) 5AA)5)%' =@.' 3),( ' 9.,8 D3,( ,- ' $¥3)y : Q)

o%)$ 4E)02' (3, 4

" AF)O#( $ %A$2,) #;;4,9)-,. ' $%) $HR,) 1A)>0#8,) 4,3 D,( $E®

#:)$2,) %4%$-70$%(

QO' () .4#)D# ( %#)CB)=#-3$)/4%3)8,9 73), 3%%,-4



Debugging theory in Intel

52,)8, 973)-, 3%$ -4)0' ()#(.6)9, ) 00, 44, 8)96l

AR
\WF, ' \W88-, 44)D #8,
WA/ JU

C)6#7)$6)%) 00, 44)' )8, 973)-, 3%S$ -)%N)4R, -)., & .A)MH< %)
3,(,-"8) )3, (, - W-#$ 09#( ), KO, =95( )y Y/

52, )0#D =' -%#( )#;)' )%4S 709%( ) 88-, 44) (8)R, )-, 4=, 094, )
8, 973)-, 3%$ -)#007-4)9, :#-, )R, ) 88-, 44)$' (4." PA( DAH)H$ %4)
©,).9%, ' -) 88-, 44, )=#4%( )



Debugging implementation

| B()8-0)%2,) hV)9%p4)$2,) [3, (,- ' .)8,%, 0B

1 52,) =-#0, 44#-)< %S, -#)R,) ;. 3)<2,( ),( $,-%3)%)$2)

8,9 73)2" (8.,-N)O( ,,8 )¥)4, $y8' 3" %) ;3,-) ,K %3)D 6)
2' (8., -N

1 52,) 8-8)< %)9,) 74,8 )$#)02,0 B, )Q:) ;.' 3)8,9 73)
-,3 %$,-)' 00,4 4)8, $,0%$,8 @)OBhV

L A#DS2,) Q) ;." 3)%8% $,4)%%2, )( K $Podd-70$%( )< %)
' 00, 44)' )8,9 73), 3%%,-N)A#L%BK %)9,) 4, $x< 2,( )GD# 8%)
>4%$ $Y3) B )h@b2) 3,( - ' .)8,%, 09;." 3)%)%$2,) 8-9

1 gD 7430.," ()8,) 8-s)";$-) ' $$,(8%3)%$2,) 8, 9733%3)
KO, =3%(4




Some code (again)

| 5#)3, $2,9)8, 973)-,3 %S$,-)& .7,4

y 8, ;%, )3, $'8->, 3( 7D L& .Qu

DM 4D M)&#." Bl )>kD #&)mm8IK)y -, 3( 7D )khm Uk))u
DMMMMMMMM)1Ka -k)>&' . @

y 8,;%, )4, 8->, 3( 7D D& .Qu

MMM 4D M)&#." Bl )>kD #&)mULmm89K)y -, 3( 7D ))u
MMMMMMMNMNDN( #)#7 $=7HNMu

MMM K-K)X& . @



DB registers protection

I b2, ()3$%B3, )R, )y : QO(,, 8)HE(#<)>$ E, ();-#D)D ##8W®
Wb 26)%#007-, 8N

WC)4A#D |, #(, )W) 702%3)R, )y : Q)-, 3%S$, -4D)R2, )8-0)9%Bh\V)~4, PH#)h@
< %)3, ( | - $ )&%), KO, :M( )$'¢)D1 |_)9, ;#'1 )1 K! 07%3))Q’ )
o4 7084( N

WA#DD 6)2' (8., -)D 749=" -4, )<2' PR, )(, KD%4S 7084 ( )>=#%S 8)
96)RC )*)$2, )8, 9733, -), KO, =%#()2' (8., -)-, 0, %, 4)' )4$709-, 34@

\AH4#L)Q( 1 g 8)$)4’ 332’ )8'9)I 3’ %)*)2’ T )()OI ()74’ )4#D J )
' (8#D B B )%)< 2' D=#YD#: 048, )O< %)=-#% 09< B2)R %)
-, 3% -4

W62, (D%R, )%o4S 7084 ( )%)F702%3)$2, )8, 973)-, 3%US -4)J0' ()X 49
D7 $)B#-)TD )R, ), KD%4$ 709%( ) 88%3)96% 4)¥)RC



More stuff ... did you know?

| 5#)D #( B-)CB)-, ' 8% -% )6#7)(, , 8)%#)4, DR, JLFT)=L#( $#.)F, 3%S$ -)T@
. R)38, 973), K§ (4%( 4@.' 30)<2%2)-7., 4)2#<)R, )FD UF)FD V)
>, ' 8% -% @B)*)S E%3) 9479, )hslhglr Ulr hir Tlr dir z)' ( 8)r | JO%A)#:)
®,)8-g@ %)9, )%$ -=-, $ 8))R, 4, )IB)-7., )2#< $)0#( 8709’ )9-, ' E=#%H
O#( 8%8H(

| UUMB-, ' EY#( )%A4$ 708%( ), K, O79%( )#( .6

| Uh)WB-, ' E#()8' $ )<-% 4)#( .6

| hUMND-, ' E)#()%)-, ' 84)#-)<-% 4

L hh)WO-, ' E)#()8' $ )-, ' 84)#-)<-% 4)979( #D%4S 709%4( );, 902, 4



More stuff ... did you know?

| 52, ):%.84)., (U)#)., (V)% @)0%BHhzlh| Lr r r VIr slr gLVU), )Vh)#:) R, )8-g)
%8%' $ )R, )D #( Wt-, 8)D, D #-6)4%, }#)R2, )9-, ' E=#%P>8-U)H)V@D, %3

| UU)Wh)96S

| U)W )96%

L hU*) (#98, ;%, 8

| hh)WT)96$ 4

| ©)4, HR2, )Fb ()2, )8-0)B)UUPHo4$ 7088( )#( .6@D 7492' & )R, )., (@)
[UUL#R, -<%, )<%)2' & ) () 9(#-D'.) (8)7(=-, 8%$ 9.,)9, 2' &%-)
~4#7( 84):;' D Wb-):#-)4#D , JABANT2( p@

| 8-T) (8)8-d) -, )-, 4, -& 8);#-)74)>R, )1FT): R);.' 3)<%)9, )4, P )D #( %B#-)
R, )B)=#-9F#@)C)' 00, 44, 8D<%)3, (,-' § ) ()%& .BW=0#8, ), KO, =$#( )
»q: @



Compability Problems

| Yeah, there is SMM just in the Intel
platform... but:

* Many platforms already supports something
like firmware interrupts

* Although any platform have some way to
instrument it to debug against hardware
problems -> | covered some difficulties for
Power platforms in the Xcon/China (next slides)



Handling page faults

| &HB)SHN=' 3, A 7.$4$709=9"-, 34)M, 34)7( 4B(, 8).#( 3), --#-"0#8, @)
'.027 ' -02wDD?' 7.90

* Y, 98, )7(' 00, 44%., )' 88-, 44);-#D )0O-r
* Y, PR, ) 88-, 44)$2 $0' 74, 8)$2, ), KO, =$%( );-#D )-, 34W, %
* e, -98)N4#D , #(, )%)$6%3)H)< -% )%)' )=-#9%$,0%,8) -,

X, , 8)#)0' -, ) O#TSE' 3,) 00, 44)8%." $m( AR )=-#8%B, )-, ' .
¥ , )8, § 0SH{( NI

b 2, ()R, )464% D )$%4A)H) 00, 44) ()%& .B)D, D# -6).#0" $#( L
8,)""q)<%3, (,-3$) () KO, =36() (8)R,)1/q )<%)0' .)&,
S#A=" 3, N 7994, ' -02)R, ), KO, =$%()$ 9.,) #-)RU)RC )>R]
4, 0BH( Y™, KM 9., @



How interrupts are handled

I C,-, )O< %)$-6)$H)0#&, -) &K #)8%,- ,( $F.' $;#-D 4l))
C3$,.) (8)/#<,-/1

152))3,( - P8, YW$H9,3 Y)42#< %3)2#<)D6 )
D#8,.)0' ()9, ),K =" (8,8 )#3$2- ) -02%0 $7-4 )
SIE) | #< - U< 2902)8#,4 )( #92' &, JAG64$D)

" (*3.D,( 9 #8)%)R,)4 D,)<'6) 43$2)CS, )
' .02@

| S, --7=98(4) -, )2' (8.8 )%)8%,-.( 9H<' 64)96)
8%.-.( $F. §#-D4




Intel Platform - system calls

| 5<#)8%,-, (<’ 64l)
* A -, )%S --7=HUKz U
* @4640' .4, <, -) @t )=-#0, 44#-4)*)0' . H)$)74, -)4=' 0, )

D, D #-6)>84640' .)=' 3, @ ( 8)74%3)464, ($ -)' (8)
464, K% 7( OP#( 4

| 5#)0-, $,)$2) 464$,D) 0' .2' ( 8., -)$2,) 464%,D)
8#,4 1)
4,$7464%, D" 3" $,5A{ ALHJJ"eR15BF L=~ 464$, D" 0" ..
@

* D2%)W)B#H(, )%), ($6M)' (8)0-," § 4)' )74, -)=-%% 3, )
8, 40-%%-)' 9, ($6)hr 2)42, )4640' . A& Of- B=#%Po3)
)R, ) 88-, 44)#:)R, )4640' .)2' (8., ))&’ P 4, 1)
4648 DNO' .@



Power Platform - system calls

1) %3, -7 =S}HTR,4) -,) " (02#-,8 )$H):%.8 )
D ,D# -6).#0" $%( 4

| )2, 8M)$2,) 464$D) 8#, 4
Na JUKOUU
A64$ D 1' ..
RZ1IR/ 5@x"™ FBJBY
RZ17Z] RF"RRM"GR>UKOUULD: #A640' .@



Intel Platform - Time interrupt

| c %UH-%' ..6)74, 8)' )0' 40" 8,8 )=' W#;)C $,.)zrd|)
%$--7 =SP#( $-#..,-4

| x #< )D# 49#:;)R2, )464$, D) 74, 4)H/CLL< 29%2)0' ()
D7 .$)®,)#.8)9,2 ' &%-

| R 02)%$, 7=9#( )Kzs) %)’ 44%( ,8 ) )7( %7, )
(7D9 ,- DE(#< () 4)&0 $#N

I HOR,)) %$--7 =9$B, DR %)&, 0%-)%)74,8 ) 4)%8, K)
)R, )T $,-- 7=9%),4 0-%$-)5' 9.,)>C5 @

| g4, £)$2) C$,.)zrd T)$®, -)< %B2) )/ -#3-' DD' 9.))
C$,-& .)59,-) FC5@)hs\V@%S#H< ()O#T( $,-)*)
' 0% §) ' ()%S--7 =3R0)$2) EGUW;)$2,) zrd |)
O#( $-#..,-




Power Platform - Time interrupts

I <,7) T44) Wr)9%B,0-D, ($-L)97%A6)%)$2,)
1/ )>-7( ( %3)%)R,) 4 D ,) 0.#0E@

1 52,) $B,- )2' (8.- )%).#0' $,8) $)62,) ;% 8)' 88-, 44)
UKUUI
* @)2,"' 8N

RZ1R/ 5@x >UK| UUD: , 0-, D, ($ -L¥D , -"%$ --7=9)
RZ1/°Z] RFNGR@

| RK$-( ' )%$,- -7 =$40#D ,4 Y%)R,) ;:%,8 ) 88-,4 4)
UKdUUJ (8) -, )$-," $,8)%)" )4MD% -)<' 6)%)32,)
%$. )C 5)X D=




PowerPC Kernel Protection

1 52,) B, #;)=7$$08)R2, ).( B )E-( ,. ) 4)-, ' 8W( .6)
4, D4 )3##8

1 52,)" $$0E-) 0' ((#$)D# 896)$2) =' 3, 4)
=-D WA%( 40)4%0,) GO' ()74, )<' $@=#%$H)
D #( %#)$2 $

1 52,-, )%)(#)C5 D4R, ) ' OF, -)0' ((#YW702)
®,)D,D #60),& ,- 652%3)%4)=-#$,0$,8 pp

L Q7INN.% )O" ((#$P,) =,-;, O3

n




PowerPC Protection Problems

' From the manual:

“The optional data address breakpoint
facility is controlled by an optional SPR, the
DABR. The data address breakpoint facility
is optional to the PowerPC architecture.
However, if the data address breakpoint
facility is implemented, it is recommended,
but not required, that it be implemented as
described in this section.”

52,) ' -02%0 $7-,) 8#,4 )( #9%0.78, ),K , 07$4( )
9-; E=HYSASHEN



PowerPC 32 Debugging...

DAB BT DW DR
0 28 29 30 31

0-28 DAB Data address breakpoint

29 BT Breakpoint translation enable
30 DW Data write enable

31 DR Data read enable

A match will generate a DSI Exception, which you
can check in the DSISR register bit 9 (set if it is a
DABR match)



PowerPC 4xx Study

|1, 973)1#( $-#)F,3 %, -41):Q1F YUW

| $)H88-,4 H1#D="-) F,3 U$,-41):H1) hwW

| @ 4$-703%( H88-,4 4)1#D=""-) F,3 %-4 )G1)hW
| $)e' .7,)1#D="-)F,3 US$, -4l):el) hw

Lo %W)H)=' $02)2' 4)9,, ()4, (DE)$2, ).%7K)E, -(, .)¥)%0.78, )
®,): HOA7==#-N)T )" (6<' 600" ()9, )74, 8)8% 0%6)X 49
74%3)82.) D$4=-)%4%7 0B( )$1).4#' 8)R2, )4=, 09868) 88-, 44)%)
32’ )_1 3%$ -

. $ 9%I1))1' 02,)D' ('3,D, (9%4$708H(4) - )$, ' $ 8) 4)
|# 84i04#)< %)$983, )R, )<’ D2=#%H

o $ ). $#-D) " A)AT==#-$)b ' 028#34)97HNR, )
%S -7 =$)" -, )8% 9., 8, 6)< %) #H$ B3, -)%) (6<' 6



PPC 4xx Study

L AT==#-348%, -, ( HO#( 8%BH( 4l
* :Q 1FUFR5€ah)*)F, $7-( ), KO, =$#(
* :Q LFU-@" / €ah)*)Q 4$7 0P ( YO#D= ., 4(
* :Q 1FUE/5€a h)*)C$ -- 7=3%(
* :Q 1FU.QF5€ah)*)Q-' (02
* :Q 1FU-]5 €ah)*)] -, , S, )$2,)8,0-, D, ($ -)¥b, -4
* B2, -4NiN

| 5#), (' 9.)) 8, 973)%$ -7 =%$4
* " AFe:R €R)h)' (8):Q1 FUC' &h

| q4%3)82, )&1)>:Q 1FheGH1hRFD)E1r RFDE1VRFDEHITRFE@D' ()
02##4, Y8 )D# ( ®¢-)$2, ), ;;, 084, #- )R, )-,' ) 88-, 44

1 Q0" () .48)%4$7D, (9 (), K$ -('.)8, 973)464% DL)4, $%3)
Q1L FWR:" €W)h)' (8)74%3) )BHY)%S -;' O,



PPC 405EP and Firmware

instrumentation

| @1) %$-;' 0,)9,$<,.( )$2)-,' .)464%$,D) ' (8)$2)
D 9,8 8,8 )=-#0, 44#-

| < -11) CB%B $B()QHHYAR$<' -)) ICOAR
A#7-0,) O#8,) %)=-#89,8 N

| RD9 ,8 8,8 y# < ,-/1) B=,- ' $¥%3)A64$D) >R BA@®
A#T7-0,) O#8,) %)=-#8&%,8 N

| X #$) )2' OE%2 )94 - .8 )96)R,) O#D=" (%) @

| 0=0|rd™-,;'  8) 88-)(7D 96$,4) ( 8)
0=0[rd"-  87&;6) 88-)(7D9 6$4)D' 4EUsND' 4Eh€)
8' $ UsN8' $' h€)O#DD' ( 84




PPC 405EP and Firmware

instrumentation

| 1-#D)®,)D' (7' |

[ A6( #=4%

MMMME, ' 8)' (8)8%=." 6)D, D #-6)%)%2, )/ / 1| gU] Z)' 88-, 44)4=" 0, )74%3)%2, )
/1 1TUdR/) 4, -89, )=-#0, 44#-N52, )4, -&%, )=-#0, 44#-)' 00, 44, 4)$2, )1/ 1| r d)
=-#0, 44#-)%S -;' 0, )&%6)BN0#( (, 03%( )$)R2, )1/ 1| rd)€1)4." & N

1#D D" ( 8)56=,

NMMN) @AYA2, .)JO#D D * ( 8)#-)%%6.98 P#( )40-%H0#D D' ( 8N

A6($ K

MMMMN0=0| r d”-, " 8)' 88-)( 7D 96 4

/"D, $ -4

MM 88-DMMMNINNB2, )., " 494%B( %86 ( HVr )9%Bh#,)R, )Vs)9%/ / 1| gU] Z)
=264%' .| 88-, 44)$#)-, ' 8N52, )T)D #494%( 980’ ( H=264%' .)' 88-, 44)9%4)' -,

MMMMMMMMMMMN))))* 447D , 8)F)9, )S, -#N
MMM 7D 963 MMNMNNNS2, )(7D 9, -)#;)96% 4)$)-, ' 8)' (8)8%=." 6N



The Kernel War - A little about

Anti-Forensics

' As | showed in the beginning of the
presentation, if the attacker compromised
the machine and have access to the kernel,
a lot of problems will appear:

* He can signature detect the forensics tool:
| Multiple (continuous) memory reads
| Multiple (continuous) disk reads

* Even deeper:

| Binary program signhature (like antiviruses
use to detect a virus)

| Program behaviour (what the program does?
how they does that?)



Looking for patterns

| Someone can use the excelent Immunity Debugger with a
simple python script to search a binary file for patterns:

) ..D#87., 4)a)P D 8, $H.." #87., 4>@
N)i#-)E, 6)%) ..D #87., 4N, 64>@®

NN D N#3K] #7( 8)D #87., )mAKME, 6@

N)74, E, 6)a )kk

N)i#-)E, 6)%)" ..D #87., 4NE, 64>@

MMNZE, 6N#7( SKN K, k@I

MMM D N#3K] #7( 8), K, 07$ 9., )#)87D =)m4KmE, 6@
MMNN74, E, 6)a)E, 6

M-, * E

))D #87., "$#'87D =)a ) ..D #87., 4E, 6€

N9’ 4,)a)D#87., "$#87D =18, $L#8, 9' 4, >@

)))4%, )a )D #87., "$"87D =18, $1#8, 4%, >@

))0#8, D, D#-6)a)B® DN, ' 8" , D#-69' 4, 14%, @
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“a |Immunity Debugger - sysAnalyzer.exe

Fil ug Plugins ImmLib

=% T WX b il W %3 I BUBDWORIWR  vroptpsstousemisoar

$ B3 4024388  PUSH susAnaly. A04362604 modu le: AOUARTEZ.dL1

HZ9EC module: ntdll.dll
aais%ggl R E§HEEFFFFFF CAL _<JMP:&T598UM6?.u1?B> mody le: olezz.dll

modu le: MSUBUMER. OLL
e modulet USERSZ.dlL
AE4EZ modu les TMM32.0LL
gszs%g Ident Entry Data b - - = e
AR4EEH AB4EZEC| FFFOFBEE Handles
BE4EZA .
BE4EZA Handle Tupe = T | Info MHare
Aa4E82H BREEEEZE | Desktop . FF ~Oefault
BE4EzA BEBEAEES | D irectory 95, | BEEEREES ~KnownDlls
A84E2H BEEAEA14 | Directory 2. | BEEFAEEF sindows
AE4E82H GEEEEESE | Directory . | BEEZEEEF ~BaseNamedObjects
AE4E2A HABAEELA| Event HE1FaEES
aa4E82A HAEAEES | Event HE1FaEES
aad4E20E BEEEEEZC File (dew) HE1EEEE L ~Oevice-kKsecOD
EIERTEEIRRE= Bl GEEEEEAC | File (dir) HH1BEE2H c:i~iOEFEMSE~SusAnaluzer
HEREEAEZS | Key BEEFREZF HEEY_LOCHL_MACHIME
HEAEEEIC | Key HEERZEELS HEEY_LOCAL_MACHIME~SYSTEM~ControlSet@@1~Control~H
HAAEEE4E | Key HEEZAE1S HKEY_LOCAL_MACHIME~SYSTEM~ContraolSetB@l~Contral~N
Addr SE handler SSSSSS;: Eey i SSSESS%E HEEV_L?EEQ_HHCHéHE\EVSEEHEEﬁntrDlEEtBBl\CDntrDl\H
eyedEvent ~KernelObjects~CritSecOut emoryEvent
HE12FFEQ| kerne L322, FCE29AAS BRAREEES | Mot ant GE F RS
HEEEAE1S | Port HE1FEEE1
BEEEEELC) W indowSt st ion HEEFESFF s indows = indowSt at Lons~WinSta@
BEEEEEZS | W indowStat ion BHEEFESFF sWindows=WlindowStat Lons~Win5t a6

T
AT 008 P05 P P B T P P Q0

-
-

BR4AZN4E B OB &7
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BE4EZA45 4B OE 4B

BE4EZR4T 97 OB 27

BE4BZR4

BE4EZA4

BE4BZRS

AE4EZHS

BE4EZ04 -~

B40204 fR4nEP6E| PABEIPAR| BB4EZIEC ——

Found modules BEPCRET4.dLL
£EAAREAE| BA 152606 | 56861 AEC | NSUBUMEA| &, B3, 3753 Found module: ADVAPISZ. dLL

L

Found module: ntdll.dlL
Found module: ole32.dLL
. 2EEE Found module: MSUEBUMSE.OLL
. 2EEE Found modu le: USERZZ.dALL
. 2EEE Found module: IMM32.0LL

TrlzZEEEE BaEzEEaE| FE121EE:| OLEAUT2Z
rr4EBBEE| @31 30068 | FP4F0EA1 | ole32
rrCl18868 BEERSEEE8| FYCIF2AL | msvort

FroDasss| aaEspnas | 77o0yabd | ADUARIZZ J Found executable to dump swsAnalwzer.ene

TrEVEEEE BaE3]868| FFEVLZE4 | RFCRT4 - 2EEE The string f77d iz found?t

TrF1aE6EE| aaadraaa| FrF 16597 | GDIZE .%ESS. Scacch done in: B seconds |
. A e o by (e e

CFER L OO =) CA
[, - [
[

T
=
=

TCE0EE0GE | BEEFSEAE| FCSBESRE kEETTLSE
nt

PLORBEGE| BOBEREEE| FES15156 CEERE. 2150 () CrWINDOWSzuztemIentdl ldll



Looking for patterns

' The program behaviour is a really easy way
to identify a forensic tool:

* Regular reads to some directories (like
configuration files, libraries and others)

* Start read position in a memory dump (some
systems first try to discover a backdoor
manipulating the system, opening the memory
devices, some others just try to load a kernel
module to verify kernel violations, etc)



Detecting forensics tool

| Hooking system loading interfaces to easily
spot a new program been runned, and them
analyse the program and compare to a
sighature base:

* ld.so, init_module, Ism, load binary, do _execve,
do fork, ....

| But, how about other tools?



Fighting against Forensics tools -

The old school

| H)A#D#)8%,-,( S .F) 9#7H8%, -, (K ' 64)W)
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Old school quick tour

' Shadow Walker talk at Blackhat by Sherri
Sparks and Jamie Butler showed the idea of
use TLB desyncronization to hide your
rootkit

| Basicly it uses:
* Page fault handling patches

* Pages are marked as non-present, and the
page-fault system will verify if the instruction
pointer is pointing to the faulted address (cr2)
to differentiate between a read/write and one

execution

* The page fault system marks this pages as non-
pageable to differentiate between 'protected’
pages and the common ones (in Linux if you are
just using kernel pages don't need to care
about that)



Old school quick tour

| There are a lot of problems with this
approach against a Forensic analyst (skilled
one) - as spotted by the authors of this
idea:
* It's easy to detect IDT modifications and for
sure to check the page faulting mechanics

* Non present pages in non paged memory range
are really not normal



Old school quick tour
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Anti-forensics hide rootkit

| If you need to use disk (to transfer things to
the machine and don't want to use syscall
proxying-like systems) you can do that in many
different ways:

* Transfer your data to system memory

* Force it to be loaded in a high virtual memory, and
causes a page-out of this data (you also need to
patch the paging system)

* If it is a big machine you can use kmap to remap
your addresses from ZONE_HIGH to ZONE_NORMAL
when you need to manipulate it (read/write)

* A simple crypting routine using a session key is
enough (do you remember we are protecting the
system against a memory dump) - 1 don't care about
rootkit detection itself, the proposal is to protect the
kernel, but care must be taken...



What is needed in an anti-forensic

rootkit?

| @)D7 458,35, 0%) )i#-,( 4%) (' .64%) (8), 09H)%)
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SMM and Anti-Forensics?

L 7 HD= =, ), L, 4, 8) )< 6)8)F7-( )#;;)QA: )=-#F 0FH( 4)74%3)A" "
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Descriptor Cache
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Descriptor Cache

' In the saved state map (inside SMM - this
values differ from Intel Manual just

because | tested in an old machine):
I 5AA): , 40-%%+-)1' 02, )>hr W6ES 4@ 4, A)g] HT
4, 9)g] | z

4, 9)g] z1

| C5):,40-%$-)1' 02, shr W6$ 4@
| Y: 5):, 40-%%#-)1' 02, >hr W6S 4@
1 J: 5):, 40-%%¢-)1' 02, )>hr W6E$, 4@ 4, §)g] zU
| YA): , 40-%%¢#-)1' 02, )>hr W6S$ 4@ ::4, 9)g] 9T
, 9)g] sz
$)g] d1
H)gl du

)] TT

| 1A): , 40-%$#-)1' 02, )>hr W6S 4@
I A):, 40-%%#-)1' 02, )>hr W6$ 4@
| AA):, 40-%$#-)1' 02, )>hr W6S 4@

I 1A): , 40-%%#-)1' 02, )>hr W6ES$, 4@

EEEEEEEEF G

N

| RA): , 40-%$#-)1' 02, >hr W6S$ 4@ #)g] Vz



SMM Relocation
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Other approaches
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